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ABSTRACT

Emergency Repair Disks are used to recover anduipadita during an operating system failure or quion.
ERD’s Can by-pass installed operating system awmd tfiroughout access to the system. ERD-OS isladswn by the
names By-pass loader or Hacker's OS or Mini OS. Moday this became a popular way to attack systkragdo several
features of ERD-OS. None of the current Operatiygjesns are unable to withstand this attack. ERDw@%s on all
systems irrespective of the operating system ilestah the system. On the other hand ERD can bd asean efficient
way to recover data during an operating systemhcoadailure. This paper gives information aboutlERS attack and

the ways to prevent the same.
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INTRODUCTION

Computer security is a branch of technology knosimérmation security as applied to computers @ettvorks.
The objective of computer security includes pratectof information and property from theft and agtion, while
allowing the information and property to remainessible and productive to its intended users [pera@ting system plays
a vital role in providing the system security. Misoft, One of the pioneer firms in operating systéemelopment gives

the caption “Experiencing the Ultimate in Secudtyd Privacy” for their operating systems like windo7 and windows 8.

One of the main functions of the operating systeriprotect data and prevent unauthorized acoedata and
program. Most operating systems provide some fdrieuthentication, authorization and access comrmthanisms and
privilege levels to provide the user with the ubite security and privacy that they need. Therevamey elements that are
disrupting computer security. Any type of methodedtmanism which helps to loosen the security or uegong the
protection of information and information systemg kmeans of unauthorized access, use, disclosussupdion,

modification or destruction of data and programs lza considered as a security breach.

In some situations the faults in OS itself will deéo security breaches. To ensure reliable operadiod to
preserve integrity of stored information; it is eesary to discover new security breaches prevailing particular
environment and learn their causes and implicatiorise environment. A good knowledge about thehoeé$ and means
for security violations and proper assessment@gttisting mechanisms are very essential for lmgldecure systems and

for enhancing security of existing systems. Maiou® of this paper is one of the growing securitpasons, improper
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utilization of the emergency repair tool provideg ®S vendors. Almost all commercial operating systenow in use
have to bend their knees in front of Emergency Repek Operating System (ERD — OS) on the aspédeaurity.
The Evolution of the attack scenario, differentgperctives of the ERD tool, working and methods tthstand ERD

attack are discussed in different sections ofphizer.
EVOLUTION

The corruption or failure of operating system daeany reason will impart much severe effect in darg
organization including data loss. In such situatiba system should be restored or re — installét wifresh operating
system without losing data. Hackers OS or ERD-OS waveloped with the intention of retrieving datariog
emergencies. ERD-OS facilitates login and accesgdtem resources without base operating system.ig hossible even
in situations like operating system fails to loadgerly. No credentials are required to get actes$ise normally protected
data and programs with all the privileges of an imiBtrator. Several companies are making use the-BX$ of Microsoft
and similar products developed by them to retrighwar highly valuable data during emergencies l#estem crash.
This ERD-OS are available in different forms andmea like Emergency repair System (ERS), By-passielga
Hacker's — OS, ERD — commander CD and By-Pass @8nsiboot cd is a typical example of ERD-OS / HatskOS.

This tool was originally used by companies to haratltical situations such as OS failure. But thelyem lies in
the fact that this supporting tool for handling egemcies can cause a real security threat. Haekignswrong intention
can utilize the ERD-OS for retrieving the privakéghly confidential and supposed to be secured’slaiad programs.
These Organizations were using this only in theasibns where operating system fails. When thisectorHacker’s side
they explored ERD'’s as the best way to attack tesy®ecause an ERD never leaves a single tra¢e afttack happened
to the system even if the operating system of ttaelked machine is working properly. Hacker’s laterdified the typical
traditional ERD that's being used in organizationgith additional features such as password viewer
(shows all the passwords and email ids used byulex in the installed operating systems), wirelksg viewer

(shows keys of nearby wireless network) etc.

DIFFERENT PERSPECTIVES

Hacker’s View

Most systems provide tight security measures ireotd protect the information from potential infiars or
disruption. The simplest way to execute an attaik an intention of information theft, corruptionm disclosure is to
depend on ERD. The specialty about ERD is thaeiten leaves a single trace to identify that thacktthas happened.
The attack will never change the system from ievjgus properties or states, which ensures thatiskee of the system
will never detect the occurrence of an attack. Totnere are several ways to execute the attackpst of the methods,
the existing credentials of the system or usersaffeicted. This includes the modification/insertioh features like
usernames and passwords. The affected user of/stens can use these traces to for manual/autometéction of the

attack occurrence.
User's View

The most effective, simple and efficient way toaegr and restore information and data during arnraijye

system crash or failure is by using ERD.
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ERD follows only simple steps so that a normal uséh this ERD can restore or recover data easihenv

needed.
BACKGROUND AND RELATED WORKS

Security in computer systems is strongly relatethéonotion of dependability. Informally, a depebl@acomputer
system is one that we can justifiably trust tooliits services [2]. Dependability includes aMailigy, reliability, safety,
and maintainability. However, if we are to put dwst in a computer system, then confidentialitg amtegrity should be
taken into account. Confidentiality refers to thieperty of a computer system whereby its informaidisclosed only to
authorized parties. Integrity is tbbaracteristic that alterations to a system’s assa@t be made only in an authorized way.
In other words, improper alterations in a secumamater system should be detectable and recovendhbier assets of any
computer system are its hardware, software, and. daperating system developers always try to develperating
systems that are stringent to confidentiality amédrity. However the operating systems developedaw are unable to
with stand with ERD attack. All the security aspetike dependability, availability, integrity andmfidentiality gets
violated with ERD attack.

ERD — attack exploit the un awareness of the coempsystem user. Many of the users never heard about
attack like this till now. Several users are ugimgdern security features like face recognition fimger print recognition
to login in the system as an additional securitgsuee. Many of these additional security measues\ailable inbuilt in
modern laptops. However these additional or adwéduseeurity features like face recognition and fingent recognition
based methods also gets failed in front of ERD.uByng an ERD we can access the entire hard diskeofystem this
discloses the data of the authorized user (contiiaéy fails). After accessing user data, it canditered or even corrupted

(Integrity Fails).

The ERD attack works on all systems Irrespectivehefoperating system installed in the machine.example if
we are using the ERD-OS of a Windows — XP or aimgowindows version in a windows based machin¢helldrives
will be accessible that is we can access all tha si@red in the storage media of the machineelfive using a windows
based ERD-OS in a Linux based or Mac based magpanttion of hard disk which is formatted in NTBSFAT is easily
accessible but a non windows compactable part@é@mot be accessed. Even though those non comfgaptatitions can
be formatted with ERD-OS which will result in dddas (integrity and data availability fails).

WORKING

The ERD-OS works in a very user friendly mannerjclwimakes hacking very easy and simple for everyone
The primary resource required for the ERD-attaclka i®ootable CD with ERD tool kit. So the first stepwvards
implementing the attack is to change the BIOS rgdtito enable booting from the CD. Various stepseiated in

executing the ERD attack is enumerated below.
Step 1:Enter the BIOS setup by pressing the correspondygusually F2, F8, F12 or DEL)
Step 2:Go to boot device priority in Boot manager aneéseCD / DVD — R/RW as the first boot device.
Step 3:Save changes and exit the BIOS setup by usingdtresponding key (usually F10)

Step 4:Now the System will restart and gets booted froem@D.
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Step 5:The ERD — OS will now get loaded and the entineltthsk and will be accessible in a couple of masut

Step 6: System is now open for hacker with supervisoryilages. All the protected data and privileged
programs are now accessible to the hacker withoytbarrier. So the hacker can retrieve, insert, ifgaghd delete the

programs and data which may lead the system toyadangerous situation. Data manipulation operatimay include

Step 7:After retrieving all the important data and contiplg all the intended tasks, the system can bantest to

revert the changes made in the BIOS setup.
CASE STUDY

Bit locker Drive encryption in windows 7 and winds\8. Bit Locker Drive Encryption is a full disk eyption
feature included with the Ultimate and Enterprisiitiens of Microsoft's Windows Vista and Windowsand with the
Professional and Enterprise editions of Windowse8ktbp operating systems, as well as the servéoptes, Windows
Server 2008, Windows Server 2008 R2 and WindowseBe2012. It is designed to protect data by prawgdéncryption
for entire volumes. By default it uses the AES gption algorithm with a 128-bit or 256-bit key [Bit Locker helps to
protect data on lost or stolen computers by enorgpthe entire system volume and any partitioneth delumes.
Bit Locker provides a seamless, secure, and easdpageable data protection solution. Bit Lockeramacls data
protection by bringing together two major sub-fumes: drive encryption and the integrity checking early boot
components. Drive encryption protects data by préng unauthorized users from breaking Windows fited system

protection on lost, stolen, or inappropriately deatissioned computers [4].

When approaching a Bit Locker encrypted drive wéih ERD-OS attack, the drive never gets opened or
accessible and the data is under safe custodytbeeigh we can format the entire drive or partitignich is encrypted
with Bit locker resulting in Data loss (Integritpé data availability fails).So in over all we cayBit locker also fails to

protect data in the system.

SOLUTIONS
The existing system is unable to prevent ERD attackpletely.
Temporary methods to withstand ERD attacks

Setting a BIOS Password

The user can set a BIOS password (superior or mpassword). Whenever the system gets turned evill iask
for BIOS password before booting up. The systenhlwabt with ERD only if the password is providedemtly. But the
main demerit of this method is that a BIOS passwead be easily cleared. It can be cleared by remgothie CMOS
battery in the mother board and turning the systemiIn this situation ERD attack will work well witthe system.
The only advantage is user can just suspect thraetding had happened to the system because the 8@iSgs are

cleared.
Smart Card Based Security Access Control

Smart cards can be used for turning the systenmtogrefore a person with the original smart cardaay access

the system. The main demerit of this method is ¢bat of smart cards is very high.

There are no permanent methods to withstand ERiEaekatill now.
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CONCLUSIONS

ERD-OS is a very serious security threat to allrapeg systems. It is an excellent tool for hackensl the
possibilities of misuse using ERD are endless. &RD technique, the attacker can gain unlimiteckas without any
difficulty and the attack can cause loss of conftadity, Integrity and availability of data. Curreprotection mechanisms
in commercial operating systems are inadequateefend against the ERD attack. Existing systems atopnovide a
permanent solution to defend against the ERD atficke study and research is required for the adgrekent of effective

mechanisms for the identification, detection anotgxtion from ERD and similar attacks.
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